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AI Shaping the Future

AI in Healthcare
Revolutionizing medical diagnosis and 

treatment

AI-Powered Autonomous Vehicles
Transforming transportation and mobility

AI in Sustainability
Optimizing energy usage and environmental 

protection



AI in Action

Autonomous Driving
AI-powered self-driving cars 
revolutionize transportation

Medical Imaging Analysis
AI algorithms accurately detect 

and diagnose medical conditions

Personalized 
Recommendations

AI-driven recommendation 
systems enhance user 

experiences

Predictive Maintenance
AI predicts equipment failures to 
optimize maintenance schedules









Financial exploitation is 
the fastest-growing 
form of elder abuse.

Older Americans 
reported nearly $4.9B 
in losses to online fraud 
in 2024 (43% year-
over-year increase)

Every country in the 
world is affected

A borderless crime



Wildly Underestimated.





AI Enabled Scam Typologies

- INVESTMENT LURING / 
ROMANCE-BAITED 

INVESTMENT SCAMS

- TECH-SUPPORT & 
BANK-IMPERSONATION 

FRAUD

CRYPTO APPROVALS & 
WALLET-DRAINING

RECOVERY SCAMS 
IMPERSONATING 

REGULATORS/BANKS

























Risk Landscape

Scale & speed: digital rails amplify 
reach.
AI lowers cost of deception: voice 
cloning, deepfakes.
Push-payment fraud shifts liability to 
consumers.



Who’s Most at Risk?

FINRA/DeLiema research:
Prior knowledge reduces losses by 
~80%
Loneliness increases susceptibility
'Official' appearance of outreach 
heightens risk

Action: Targeted education + social 
connection.



Academic Research Findings 

What Increases Risk? What Decreases Risk? 
 Financial Fragility

 Loneliness 

 Stress 

 Risky financial behaviours

 Cognitive decline/neurological 
vulnerability

 Emotional arousal & positivity effect

 Repeat victimization

 Targeted Fraud Education

 Forewarning

 Scam-prevention messages

 Psychological well-being

 Cognitive engagement

 Advanced financial planning expertise 
and / or supports

 Institutional safeguards



Dr. Marti DeLiema - U of Minnesota - Social 
Work, Education and Aging

Risk factors:
➔ Financial fragility
➔ Loneliness and depression
➔ Stressful life events
➔ Widowhood 
➔ Risky behaviours 
➔ Cognitive & decision-making 

vulnerabilities
➔ Emotional arousal

Carstensen, L. L. & DeLiema, M. (2018). 
The positivity effect: A negativity bias in 
youth fades with age. Current Opinion in 
Behavioral Sciences, 19, 7-12.

Protective factors:
➔ Education and awareness
➔ Scam prevention messaging
➔ Psychological well-being
➔ Advanced planning
➔ Institutional safeguards 

(eg: temporary account holds)

DeLiema, M., Li, Y., & Mottola, G. (2022). 
Correlates of responding to and becoming 
victimized by fraud: Examining risk factors by scam 
type. International Journal of Consumer Studies. 



Dr. Natalie Denburg - U Iowa, Neurology
Risk Factors:

1. Age-related changes in the ventromedial 
prefrontal cortex (vmPFC)

➔ The vmPFC regulates skepticism and gut 
reactions, contributing to the formation of 
counter-arguments 

➔ The vmPFC may become less effective 
with age in some individuals 

2. Positivity effect

➔ Tendency to focus on positive information = 
increased susceptibility in interactions with 
persuasive fraudsters 

Protective Factors:
1. Forewarning interventions

➔ Encourages the formation of counter-
arguments

➔ General warnings are more effective long-
term in comparison to scam-specific 
warnings 

2.   Decision-making supports
➔ Educational tools (ex: self-evaluation 

worksheets)

Denburg, N., Goetz, T., Jones, A., Garcia, N. & 
Cole, P. (In Press). Self-evaluation worksheets 
enhance elder financial decision making.





Dr. Patricia Boyle - Rush U, Chicago 
Risk Factors:

1. Cognitive decline

➔ Associated with declining financial 
literacy

2.  Dementia & Low Scam  Awareness

➔ Low scam awareness associated with 
later dementia and Alzheimer’s 
disease pathology

Rita Rubin, MA JAMA. Published online June 
12, 2019. Low Awareness of Scammers’ 
Tactics Linked to Dementia Risk in Cognitively 
Normal People

Protective Factors:

1. Psychological well-being 

➔ A strong sense of purpose in life linked 
with slower cognitive decline

2.   Cognitive engagement

➔ Ongoing mental stimulation (ex: from 
reading, learning, playing games, etc) 
helps preserve cognitive functioning

Rita Rubin, MA JAMA. Published online June 
12, 2019. doi:10.1001/jama.2019.5765Low 
Awareness of Scammers’ Tactics Linked to 
Dementia Risk in Cognitively Normal People

https://jamanetwork.com/searchresults?author=Rita+Rubin&q=Rita+Rubin
https://jamanetwork.com/learning/audio-player/17664927
https://jamanetwork.com/learning/audio-player/17664927
https://jamanetwork.com/learning/audio-player/17664927
https://jamanetwork.com/searchresults?author=Rita+Rubin&q=Rita+Rubin
https://jamanetwork.com/learning/audio-player/17664927
https://jamanetwork.com/learning/audio-player/17664927
https://jamanetwork.com/learning/audio-player/17664927




































Selected References

• Key sources:
• - FBI IC3 Elder Fraud Reports
• - FINRA Foundation (DeLiema)
• - CSA/OSC Trusted Contact Person & Holds
• - FCA & PSR (UK) on APP reimbursement & CoP
• - ACCC/NASC scam reports
• - Spyridopoulos: AI & Financial Independence
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